Abstract-A class of discrete-time nonlinear system and measurement equations having incrementally conic nonlinearities and finite energy disturbances is considered. A linear matrix inequality based resilient observer design approach is presented to guarantee the satisfaction of a variety of performance criteria ranging from simple estimation error boundedness to dissipativity in the presence of bounded perturbations on the gain. Some simulation examples are included to illustrate the proposed design methodology.
I. INTRODUCTION
In recent years, many new nonlinear state observer design techniques have been developed: feedback linearization, variable structure, extended linearization, high gain observers and Lyapunov-based techniques, among others. In references [1] - [3] , several feedback linearization techniques for a class of nonlinear systems are proposed. A variable structure technique is proposed in reference [4] . Performance of several nonlinear state observation techniques are compared in [5] . A design methodology for state estimation of nonlinear stochastic systems and measurement models with colored noise process is presented in reference [6] . In [7] , an extension is given of the variable structure observers to unbounded noise and measurement uncertainties. In [8] , an adaptive extension of the sliding-mode observer to state reconstruction of nonlinear systems with uncertainty having unknown bounds is presented. An extended linearization technique, a design method based on the family of linearizations of the system, parameterized by constant operating points for a single input and multiple output nonlinear system model is considered in [9] High gain observers are introduced for nonlinear systems in [10] and [11] . The Lyapunov-based observer design introduced in [12] for a class of nonlinear systems is extended and improved further by several researchers [13] - [20] . These are only some of the major approaches to nonlinear observer design included due to space limitations.
In this paper, a novel design of resilient observers is introduced for discrete-time nonlinear systems with incrementally conic nonlinearities and finite energy type disturbances. An observer for which the closed-loop system is destabilized by a small perturbation in the observer gains is referred to as a "fragile" or "non-resilient" observer. Although, this problem was addressed in the gain margin studies in classical control, the topic has regained attention recently [21] - [36] . Since more and more implementations of controllers and observers are done digitally, there are numerical round off errors in computation. Also, some implementations need manual tuning with obtaining the preferred performance of the observer system. For that reason, it is desired to design an observer that has tolerance to the readjustment of the gain coefficients. In this work, an observer design method is presented to accommodate such perturbations in the gain where nonlinearities are allowed in both the state and the measurement equations and are more general than the Lipschitz type nonlinearity used in [12] - [17] . Linear matrix inequality (LMI) techniques [30] are used as the main mathematical tool. This result is a natural follow up to the LMI-based robust observer design method presented in [31] for continuous-time uncertain nonlinear systems with integral quadratic constraints and its control counterpart of [32] , which is the design of linear state feedback controllers for a class of continuous-time nonlinear systems with uncertain nonlinear dissipative dynamics in the feedback loop. This result is also generalization of the results in [33] . In the next section, the problem of nonlinear observer design according to various performance criteria is formulated. Then the LMI solutions are introduced in Section 3. Simulation examples presented in Section 4 provide validation for the theoretical results. The following notation is utilized in this work: We assume the following incrementally conic condition on the nonlinearites: 
where k  represents the additive perturbation (due to computational or tuning errors) in the observer gain which is bounded as follows:
The dimension of  is identical to the dimension of the gain. Substituting from equations (1) - (3), adding and subtracting the same terms and then rearranging, we find that the error dynamics obey 
Let k z denote the performance output where
and consider the general performance objective
where P>0.
Notice that upon summation, inequality (6) yields
  (7) or by using Rayleigh's inequalities, we obtain 2 2 min max 0 (6), we obtain
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The following is true for any α>0
where we have used (2).
Using (10), a sufficient condition for (9) is (11) Using the Schur complement result given in the introduction twice for the quadratic terms in (11), we obtain the following sufficient condition for (9) , 0
By arranging (12)
and from
for any b>0, we can derive the upper bound of the right hand side of (13) . By replacing the right hand side of (13) 
The LMI (14) needs to be solved for P>0, Y, and 0 r  in the non-noisy case and K is found from K=P -1 Y.
In the presence of noise, (6) yields (15) Using inequality (10) in a similar manner, a sufficient condition for (13) 
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The above development is summarized in the following theorem:
Theorem : Given the nonlinear system and measurement scheme in (1) and (2) where k w  2  , the use of the observer (3) leads to the satisfaction of the general performance objective (6) for k z given by (5) if LMIs (14) and (18) 
Remark : The magnitude of maximum perturbation that the designed observer can tolerate for any directions can be calculated from (14) for non-noisy case, and (18) for additive noise case.
However, the actual magnitude of the perturbation as a function of the direction can be calculated from (12) and (17) for the noisy-free and noisy cases, respectively.
IV. ILLUSTRATIVE EXAMPLES
Chaotic synchronization is chosen to demonstrate one of the possible applications of the proposed observer design. Chua's circuit [37] has become almost a benchmark for design involving chaotic systems because of its strong nonlinear dynamical behavior. The discretized (with sampling time T = 0.01 sec.) version of the example in [38] is chosen for this demonstration. The simulation is done for the case of boundedness of the estimation error. The state and measurement equation of this model in [37] is written as follows: (19) where For the given system and the performance criterion, the observer gain from LMI (14) is found to be:   found from (14) , therefore the conservatism introduced when going from (12) to (14) in the derivation has been kept to a minimum and the sufficient conditions are close to being necessary also. The maximum constant gain perturbation magnitude found from (12) for system (19) is: and this perturbation is applied for the simulation.
The simulation results involving co-plots of state variables together with their estimates (Fig.s 2 (a)-(c) ) and the norm of the error vector (Fig.2 (d)) show that the proposed observer is able to estimate the state successfully.
The calculated gain and perturbation are applied to the system in (17) , with the observer equation (3). 
V. CONCLUSIONS
A resilient discrete-time observer design procedure based on linear matrix inequalities has been presented for a class of nonlinear system and measurement models. A common framework is provided to design observers according to a variety of performance criteria. The results of a chaotic synchronization simulation illustrate the effectiveness of the proposed methodology.
